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1
Decision/action requested

This contribution proposes a key issue for authentication and authorization of 5GLAN UE in 5GLAN group communication for the study on security for 5GS enhanced support of vertical and LAN services in TR 33.819 for Release 16.
2
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3GPP TS 38.831 Radio Resource Control (RRC) protocol specification
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TS 23.501 System Architecture for the 5G System
[5]
TS 23.502 Procedures for the 5G System
3
Rationale

TR 23.734, solution #14 states that “The 5GLAN-GMF authenticates/authorizes the UE for the group communication”. The detailed procedure for how group authentication and authorization are carried out is not addressed. There is an editor’s note stated as below in the TR 23.734- 

Editor's note:
It is for FFS how group authentication/authorization are carried out.  
Therefore this new key issue is introduced to bring the authentication and authorization related security requirement in     TR 33.819.
4
Detailed proposal

It is proposed to approve this pCR to be included in the SA3 TR 33.819.

**** START OF CHANGES ****
5.X
Key Issue#x: Authentication and Authorization of UE in 5GLAN communication 

5.X.1
Key issue details
TR 23.734, Clause 5.4.1 describes a key issue #5: 5GLAN Group Management, which raises an issue on “how to authorize a UE for 5GLAN communication”. Also clause 6.14.2 describes the procedure for 5GLAN group discovery and configuration through registration. There is an editor’s note stated as below in the TR 23.734

 Editor's note:
It is for FFS how group authentication/authorization are carried out.
Therefore, this new key issue is proposed to provide necessary detailed security procedures in order to support authentication and authorization for 5GLAN group communication. If this issue is not addressed, it may lead any illegitimate UE to gain access to the 5GLAN type services without any authentication and authorization.
5.X.2
Security threats

The 5GLAN services are different from the public network services, the system should provide a mutual authentication and authorization mechanism to ensure that these 5GLAN services will be provided to only the UE’s subscribed to the 5GLAN group. If the 5GLAN UE is not authenticated and authorized, then any illegitimate UE may get the 5GLAN-type services provided by 5GLAN group which were not subscribed to these services. It can also lead to risk of theft of service and Denial of Service against the 5GLAN group communication. 
5.X.3
Potential security requirements

Mutual authentication mechanism between 5GLAN UE and 5GLAN group shall be supported.
Authorization of 5GLAN UE’s for 5GLAN-type services in 5GLAN group shall be supported.

**** End of Changes ****

